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What's your guess?



List of all 51 MCP tools available (as of June 23 2025) on GitHub official Remote MCP (via streamable http) server at https://api.githubcopilot.com/mcp/

E]github-mcp-tools.json
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[

"inputSchema": {
"{son'u
"properties": {
"body": {

"description": "Comment content",

"type" : "String"
h

"issue_number": {

"description": "Issue number to comment on",

"type": "number"
+

"owner": {

"description": "Repository owner",

Iltypell: Ilstringll
H
"repo": {

"description": "Repository name",

"type" : "String"

hH

"required": [
"owner",
"repo",
"issue_number",
"body"

1,

"type": "object"

h

"name": "add_issue_comment",
"description": "Add a comment to a specific

"inputSchema": {

issue in a GitHub

repository."

Raw

GitHub:
51 tools
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All connections » PostHog

Description

<« w» PostHog -~
How engineers build better products
OVERVIEW USERS SESSIONS TOOLS

Q Search...

O Name Action type
D action-create External
[:] action-delete Destruc...
E] action-get External
D action-update External
O actions-get-all External
D activity-log-list External
D advanced-activity-logs-filters External
[:] advanced-activity-logs-list External
I:] alert-crecte External
D alert-delete Destruc...
D alert-get External
D alert-simulate External
D alert-update External
E] alerts-list External

411 tools in this view

Create a new action in the project. Actions define reusable event triggers based on page views, clicks, form sub...

Delete an action by ID (soft delete - marks as deleted). The action will no longer appear in lists but historical dat...

Get ¢ specific action by ID. Returns the action configuration including all steps and their trigger conditions.

Update an existing action by ID. Can update name, description, steps, tags, and Slack notification settings.

Get actions in the project. Actions are reusable event definitions that can combine multiple trigger conditions (p...

List recent activity log entries for the project. Shows who did what and when — fecture flag changes, dashboard...

Get the available filter options for activity logs — scopes, activity types, and users that have logged activity. Use...

List activity log entries with advanced filtering, sorting, and field-level diffs. Supports filtering by scope, activity ...

Create a new alert on an insight. Alerts can use either threshold-based conditions or anomaly detection. For thre...

Delete an alert by ID. This permanently removes the alert and all its check history. Subscribed users will no longe...

Get @ specific alert by ID. Returns the full alert configuration including check results, threshold settings, detector...

Run an anomaly detector on an insight's historical data without creating any alert or check records. Use this to ...

Updcte an existing alert by ID. Can update name, threshold, condition, config, detector_config, subscribed user...

List all insight alerts in the project. Returns alerts with their current state, threshold or detector configuration, ti...

@ cakewalk

PostHog:
411 tools
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Al comections > Linear

< N Linear

FORY  WOw e e

Q search. = an
0  Name Action type Description

O oroamzanciiement. wite Deprecated foMback for inyfles el Acoepts based il content ancl upods i hrough he MCP worke,whic
O reate_otochmant_from_upload wite u Lineor asertt Lprepore__
O creote_issue_iabel write Creare anew Linear ssue lbel

O deere_amachment Desucti Delete an attachment by 10

O deer_comment Deawoits Oelete @ Linear comment. Inine descrpfion comments (fhose with nom-ll“quetedText anchar a mark n the
O deere_customer Desructi. Delere 0 customer inLinsar

O deere_customer_need [—— Archive a customer need inLinear

O extract_images External Exract and ferch Use this o dhograms, o other images embec
B owovodinem i Riyn b contes by

O eerdn Read Excctloskup for @ Linear dift,Use with review URLS, GitHub PR URL, Linear fuidentifiers, UUIDS, o sugs.

O get_dift_threads External Exact lookup for diff threads. Use with review URLS, GitHub PR URLS, Linear full identifiers, UUIDS, or slugs.

O get_document Read Retrieve o Linear document by 10 or slug

O geome i bt i Beeelron

O oetissue_stans Read Retreve detaild information about an fsue stans n Linear by name or ID

O ger_miestone [ Retrieve detal of  spciic miestons by 0 o name

B ompke i Riom s oo i e

O getteam Read Retrieve derais o a specifc Linear team

O geter Food Retrieve dtal of  speciic Linear s

O stocommens Read List comements on o Linecr s roject, nitive documment,o project e, Provide exactly one of “ssue.
[ — Read List customers intheusersLinor workepace

O stevces Read Retrieve cyces for @ specific Linear teom

O s Read u

[ o— Read Lis documents i he user's Linear rkspace

O st ssue_tobets Read List avolabl ssue abels i o Linear workspoce or feam

O et sroses Read List avllbleissue stonuses i aLinear feam

O st Read Listissues i the user's Linear workspoce. For my fsues, use ‘met as he assignee. Use "l for no assignee.

O et miestones Read List ll miestones i Lineor prject

O stproject_jobels Read List avaloble project abels inthe Lingar workspace

O et_projecns Read List projcts i the users Lineor workspoce

O serseoms Read Lis teams nthe users Lineor verkspoce

O e Read Retrieve users inthe Lineor workspoce

[CR—— e B s e o i W i e i
[ R — wire Creare or undate o comment an a Linear isue, projecr nfiaive, documen, o poject mikstone. 1f “d i prov
O sove_customer wite Creote or updote a Linear customer I i is provided, updaresthe exising cussomer; rherwise cregtes  new
O sove_cusomer_need write Creareor 111" i provided, :

O sove_documen wiire Creare or update a Linear document. 1 id s provided, updates the exising document;atherwise reates a .
O sveisse wiite Creote orupdote a Linear issue 1 id s provided,updores the exsingfssue;ohrwise crtes a ew one.Wh.
O sove.mikstone wiite Create or updite a milestone in a Linear project,1f “id" s provided, updates the existing milestone; ofherwise cr_
O sove_project wrire Creare or undate a Linear projec. 1 id" s provided, updates the existing projec; orherwise creates a new one.
O seorh_documentosion Read Sacrch Lineors documentation 10 e dbcnt eahures o enge

Linear:
40 tools
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' cakewalk

Z€er0o access governance

Static access
Broad permissions

No central visibility

07/12



- f Framer

Enterprise needs.
Startup Speeds.

Agents trace,
You draw.




@ cakewalk

How Vercel got breached via an agent

Avercel Products Resources Solutions Enterprise Pricing

Employee gives Context.ai “"Allow All” on
Google Workspace
Vercel April 2026 security incident

We've identified a security incident that involved

° Infostealer at Context.ai exposes stored

& Copy URL | ®3 Copy page = {3 Ask Al about this page OA u t h g ra n t S
O 4 min read Last updated April 24, 2026

Attacker rides the grant into Vercel =

We've identified a security incident that involved unauthorized access to certain internal

Vercel systems. We are actively investigating, and we have engaged incident response i n te r n aI e n V é keysl t O ke n S, C re d e n t i a I S

experts to help investigate and remediate. We have notified law enforcement and will
update this page as the investigation progresses.

In this bulletin:



@ cakewalk

Four runtime governance approaches

O €3 43

Protocol Gateway SDK Kernel Vendor App
Instrumentation Integration

NETWORK LAYER AGENT RUNTIME OPERATING SYSTEM INSIDE EACH APP

Sees every tool call. Cloud + Deepest context, but A backstop for forbidden Only where the vendor builds

self-hosted. per-framework and actions. Limited context. the hooks.

bypassable.




At a Glance

Same problem, four layers, different tradeoffs

Where it sits

How hard to circumvent
Context awareness
Integration effort
Self-hosted agents

Cloud agents

Meets the AARM

standard
Third-party dependency

Best for

Protocol Gateway

Protocol layer
High
Medium

Low

v

Not needed

Any agent that
connects to tools via
MCP or standard
protocols

SDK Instrumentation

Runtime

Medium

High

Medium
v

X

Required

Self-hosted agents

where you control the

code

Kernel

Operating system
High
Low
None
v

X

Not needed

Backstop layer for
forbidden actions

@ cakewalk

Vendor App

Integration
Vendor app
Depends on vendor
Depends on vendor

Low (if available)
v

v

Only if vendor
provides full hooks

Required

Cloud agents where
the vendor provides
governance hooks



@-- Angela Torres

Gong HubSpot

>~ Query production server logs




Cakewalk Gateway

Angela Torres




READ

Angela Torres

AWS | Production | High Risk

’

“Sales has no access to production infrastructure.’




@ cakewalk

The policy layer between agents & apps

<> Policy Engine p Credential Mediation @ Least Privilege
Per-action rules in real time. Reads
. . Agents never see real tokens. Held in the Just-in-time access, scoped to the task,
approve, writes escalate, destructive . .
g vault, injected per call. revoked when the work is done.
eny.
9~ Identity-Linked Lifecycl SS  AgentDi
e entity-Linked Lifecycle 00 gent Discovery
Offboard the human and the agents go Every agent, one catalog, one kill-switch.
too. Every call traces to a person. Shadow Al becomes sanctioned Al.

Works across cloud, local, self-hosted and multi-agent setups - one gateway for all of them.



1L By o

Governance ai

Not either/ or.



